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Global Nuclear Material Monitoring
with NDA and C/S Data
through Integrated Facility Monitoring*

J. A, Howell, H. O. Menlove, P. Argo, C. Goulding,
8. Klosterbuer, and J. Halbig
Los Alumos National Laboratory
Los Alamos, New Mexico USA

ABSTRACT

The initiative deseribed In this paper focuses on i
fleaible, integrated domonstration of a  monitoring
approach  for  auclear  wnterlal  monitoring.  This
approach will include aspects of iten signature ideatidl-
wation, perimeter pottal monltoring, advanced data anal-
ysls, nnd cotmnication us a part of an unattended con
tinuons monltorlig system a an operating nitclear facil-
ity Advanced analysls is applicd to the integrated non.
destructive assay INDA) aid cottalament and survell.
funce (C/8) dutn that wree synclironlzed in thime. The ond
restlt will he the Toundation for a cost-effective monts
toring system that could provide the necessary teanspar
ciicy ovel bn arons that are denled to Coreign nationals uf
bos the US aud Russin should these processes and
watevinds come nndeor full-scope safognurds or hllatecal
agrconients, Mouitoring systens ol this kind have the
potentidl w0 provide  wdditional  Doyetis lueluding
improved naclent Tusllity seoutity und valeguands and
lower persoiiel radlation exposuies,

INTRODUCTION

The amount, complexity, and throughput of
nuclear watorlals 16 ncrcastnd at nuclear laciities
warldwide, Continuous unattended siirvelllance aud
vadiatton monitoring systems can sigmiticantly reduge
the mspector and guard thne In the facilities. However,
coniuouy syslemy prodice large databuses that can
require lurge mmotiw of inspector and nperator e (ur
review mid anatysis, Wit camplex and diverse data, 1t 1y
diticutt and thne compinning for saleginmds lnspectins
1w estnbne 1l of Qe diiu tor conisteney wid 1 find
utidgnlien that conld he couned by diversion of wuclens
Hhitetinls

‘Techuology hnwd o pattern recopattion soltwire
Lins heen dwemmd (O UtOnAte tie taview and spalysts
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of saleguards ditabiasor. When normal uends und pat.
terns In the duta can be characterized, such anomalies
reveal themselves, Software that can recognize puterny
thirough neural actworks con be an efficient aid to
inspectors, The software can analyze all the duta amd
Identify unomalles for more thorough review by the
Inspector or facllity operator,

To officlently analyze all af the Jata, it Is necessary
to Integrate divonse sonsors including C/8 systoms, nxli-
ation, personnel, and wechanlcal data into & synchro-
nlved databaso lor tho computeralded analysls, ‘The
goal of our Integruted Hacility Monltoring Initlative is to
develop the arclitecturo and techinology required to
miake this lntegeation possible, We lisve ade signiticant
m(mhorlng mdvances with simatt ricllation sonsogs that
filter® and buftor data prior to tusindsslon ou the net:
work, parsonne| sensors that ldentily lugltinne lmmﬂm
of miclear materlal, Local Operating Notwork (1LON)
norwnrk nodes that puthentlente and translt the duta,
dightal vidoo imagos that can be transforimed into tlw
it dowln {the Video Thine Radiation Analysis 'voe
gran IVTRADY coneept, iid soltwarg to colledt and
wnalyze the data.

In this paper we deseribe our approuch to e
wrated focility monitoring, (neluding the mchiteciae,
enabling technologles, wd demonstrution tucibiney

ARCHITECTURE

Anr elfedtive titograted safeginidy systeu can In
deseribed d teris ol v bakle functions: seasar systelis
it track adortal, senspr systoms thad track people,
wlonnatton management systents that it nuthio
sutlon infonmation, memsucement systemy that palovin
usxny, analyats tools that peocess the collected data, atwl
sttwiag thiat es all 0! the ahove tunctions togetiwr it
OB faat and eany to use aystetn, Presently these fung
tintty exst 1 separate torn, 1t s desirable that they ¢
unplestiened so that tormation can be passéd hetween



ther, enbancing  decision-making  and  safoguards-
axsessment capability, In this section we describe i
more detail ench of these functions and lustraw how
they can be combined into one integrated system.

A. Material Tracking Sensors

Radiation sensors play an important role in moni-
toring nuclear materinds because of the charactoristic
emissions (rom the materials, The neutron and gaunma
cnissions are of most interost bocause of their high pen-
ctrability, Plutonium, mixed oxide (MOX), and irradi-
ated reactor tuel have high rates of neutron aod gamma
awnissions and are relntlvaly casy to soniter using radia-
tion sensors,

The radistian sensors cun be classifled an high-
seilsitivity fixed-aren radintion monitors (FARMS) tht
meusiee both neutron and gaimma tays without separat.
ing the slguals. An example of thix type FARM would
he a large-voline plustle scintillaton, Fue applications
where it |s nocessary to distingtiish botwaen neutrons
and gnninas, one can uve *He detecturs for neutrons and
i chumbers, Nal, e solld state dotectors that provide
gumma-ruy spectral Informatian,

‘I'he radiation sensors provide counts us a function
of time. and the time Inmtervals can be selected to be
shorter than the time required to significantly change the
matertal boing munitored. Lor typical applications, the
tine ntorvals for data collection are 2«10 5, Continuous
oporation rosults in large quantitics of data, especially
tor systams with multiplo sensors. "1t help alleviate tus
jwoblait, wo aro doveloplng smart sensocs that titer data
to preatly reduce data-storage requirenionts, Smart sen.
s0rs also ¢an butter data to factlitate the Integration of
nltiple sensors under the control of a central colleat
vothipater

Intoratation i e statas and health (e, valtage
lovely, buttery lile, eie.) of the senxor cun be peavided e
ihe ventrtl compiter for preventlve plutenwnce wud
du evilnation, Camern gty wid yulckaesponse
alanny cun be jovided by tuesholds and algoritun in
the sitatl sousobi. Hecuuse the xinart setors have hogal
duticstorayge capabllity, e synchronlzation with the
tital bitegrated systen Is heeded, Local seasvis providy
Hutlted dJata backup in case the tietwork systen ur the
cehdral compter falls,

B, Personnel Tracking Sensors

A awjor part of imonioeling activitles I a nielent
oty will b anfornmtion on who i oving where and
when, Thin mtoraation cat be usod with the materlal
trackiing sy sictitn discussed sbove to keep track ol who

is moving nuclear taterial and to establish the patterns
af movement of the lacility personnel and wmterial, The
idontification systemis will be coupled with wotion-
tracking tid activity-nnalysis systonis to provide addic
tiona) information about the activides inside protected
aroas sl as vaults,

lior the mast part, personnel tracking sensors will
bo Identiticatlun systema, '‘these hiometric systems will
extond trom simple hand/palm readers available now
through sophisticated video face-recognition systems
presently in the first stages of development, “The liand
readers demonstrate one aspect ot personae! recogni:
ton/verification, where the individual is attempting to
access some part of a fucility and must prove hisiher
identity. Othor methods also usetul under these condi-
tions ure the varlous forms of eye scanning (rotina, Inis),
Usually Implicit in this method 18 that the porson las
identitled himself and can be expected to partisipate in
the recognition procoss. A far more challenging use of
personnelsidentification systems ly to have the systoms
passively log the passage of facility personnel with na
ohatruction tu thelr passage. Sophlstivated face. and
spoakcr-recognition systema that cun do Uus are under
dovelopment but are not presently available. Active
hadges that radiate informatiun about a person's pres-
once and identity will prabably be used in the carly
stages of theso systamna, us it is far caslor to verify an
Identity than to determing it,

Commercinl video motimidetaction sysicims v
itack Individuals throngh the camern Trnuge, identilyluy
the continanty of wioton ax & single person, Crotips of
sich systebis could “hand oft" ilie paron between
ation derecion xystetus, allowittg us to keep o recud
of Interutedlate ativines.

C.  Information Management Systems

e Los Alamos Integrated Pactiity Monltotiug
litttateve Lx destgned around the concept al obtaluiug 43
mueh information about the tuncttontng of twe nuclew
tucility as possible, tn an attempt to dedlne un aceeptable
background pattetn of seivaty aguingt witieh we hope to
detect anottatous iitepul or peotiferant peiviy. The
fesult fx that we will five Junsense quaatittes of dig
trom il ge variety of sotonas, and diat by ds naaee the
datn will be croescoupled wad dispinie Brocessing i
dute wid sewching for the anontaletis iovenient of
soitie potthon of the nuclear matertal will make the o
veebial xemeh for “u needle fna baystack™ appenar ddin.
e iy dumefore extietiely ot Uiat we gange
the dinbasen I it s approprinio fob the varbine
et deetgies that wiil be iaed



The databases themselves will include the infor-
mation from both the pemonnel.activity and material-
movement subsystems, as well as standard material con.
trol and accounting systems [e.g. Los Alamos Nuclear
Material Accounting System (LANMAS)), and some
formi of authorization database. This last database will
bo designed to contain information on what activitics are
expected to happen In a facility, both generally and spe-
titically, Yor example, if a weapons system is to be
moved from storago o a test facility, the date, time, and
imethod of the expected niovement would be inserted
lnto the datahase and the uctual activity could be com-
pared against that,

D. Measurement

The concept of intograted  facility onitoring
should Incomporate hoth intelligent portal monltors and
slgnatie monltors to measure the charncteristios of
witerial  belag  transported. Conceoptually, personnel
wordd move tiecagh a portal monitor and  amaterial
wauld siove through a signaturs monltor.

The personnel monitor would identify the individ-
ual us described above, thilowed by a database sccess to
verily that the actions are allowed for that Individual
(enn move soureos, can inove SNM, not allowed access,
ete). In additon to the standurd alarms, the monitor
wionld also alow downlomding some data such o back-
ground counts to a central computing systetn to allow
“iining" for anominiles,

The algnatur detector would look for slgnatures
specifie 10 particular soutcos and gquantities of speclul
duchear tnterial (SNM) (gamma ray energlos, neutron
wiaree strength cad maltplicity, welght, ote). e
souree ldenttliention could bo entersd by key pad and
the signatiire cotapared to the appripriate recard i the
datalise, Differences between the datubase record and
nisaruted slguatuias conhl be ecorded for Guther sty
The detector would wetivate an mulible wlunn if the sig-
stiire does o tateh the siguature of tha declwed dtem
o the porson duos aot lave periission to imave tiat
e,

K, Analysis

Perhagm the toat stralghtforwand type of anulyaly
that cin De pecfornmd on fucllity data Is that of suttina:
theung activity, Baamples of this type of analysis fpulwde
dalvulting

o unther of Tnel wasters,
o dusction of trunaterns,

o thite of tanster,

¢ aped ul itivenion,

o abze of fuel v,

consistency of sensors,
+  existence of data gups, or
+ table of rexults and printing a hard copy,

Thos types of analyses may be performed in real time.

At a higher fcvel of analysls (and usually per.
formed off-line) Is data understanding and interpreta-
tion. Analysis techniquos of this type are called on to
provide interpretations, predict trends, and identify
anomalies, Using these techniques. we can thoroughly
analyze large volu.nes of data to provide inspectors with
information that allows them to focus on anomalles and
duta of interest for effective saleguards. In a real-time
seting, they provide immodiate feedhack to potential
diversion of inaterial or other abnormal activity.

Specific technlgues lnclude

neural netwarks,

expert systems,

clustering algonthms,

decision trees,

visualization toots,

data mining (includes the ahove atgorithuns as
well as rule discovery, decision lrees, and other
methods),

s genetic programming, and

*  nearest nelghbor,

A third type of analysis Is reconciliation—ompads
st of the tonsor recond with stated declirations o
activity, thgether with reconclling or explaltilng the dif-
ferencen. T an off-line application this might be a ol
for the safeguards inspectur to locate  differeives
hetween the autlvitien recorded by the sensots whiihe
fuvility decturntion. Ti u tendaime application, it eodd
be u compurison of a didabuse tecon! with ccess o
assuy Infortution with sensor teadings (udunender wed
sghintire dotectn).

- & & & e e

K. System

The system sottwurs uand hardware that tiey
together all of the components described ubove conaist
of the foilawlug pany;

netwirk,

contral Jatabase,
alanm systent, and
Hser nterface.

- & » @

The netwink st grovide suppont foe aaheaiicae
ton, tite synehionlzation, gatectivity t @ wide vait

ety uf sensory and maltiple databitas, and spport (ot

et aucess and tagsatisston. 16 st s suppont
athetet, RS, and other cotton oottt alion
protoceds,



The ventred database is where all status informa-
non ix stored. I must upport rapid retrieval, playback,
and archiving. The alacm systen provides aotification of
problems in the monitoring system. Tt must support
acknowledgment of slars, resolutinn, aud integration
with analysis tools.

‘The user intertace must allow data display, hard
copy. remote access, and system start-up and termina-
tion. It nwust also allow access to other software tools
including simulation,

A simple diagram showing an example layout of
the basiv software system functions is shown in Fig. 1.
The monitor fitnction continuously acquires data froin
sensors. L he data collection software stores and sorts the
datn, Real-Time Analysis performs simple analyses such
as calenlating sununary information and coniparing sen.
sor output with authorization Information, Review pro-
vides the visualization capability, Analysis is 1 higher
level of off-line computation such as pattern recognition,

ENABLING TECHNOLOGIES

Sevoral technologies have been Identified that are
required for the full developimeat of an lutegrated fucils
ity monliodlug systein of the futre, Stna of thoso that
presently oxist are as follows:

Interface buliding,

plotting and visualization tools,
anthentication,

pattern recognition,

radlayon sensors,

portal monhars,

digital video, and

factilty simutation,

* » & @ & & & »

Iie tollowling Is 4 paisial llst of webuologles thut
need to e developed:

o aunomaly detection for particular safeguards
upplientiony;
o integrintlon of daabasen with anatysis, ulwan

systems, and displays;
siart SeNIOrK,
datu-mining tools;
reconciliation tools; and
data simulation,

e e & o

The identification cf these technologies is impor-
tant because it directs us to arcas where research and
development funds should be focused,

DEMONSTRATION FACILITIES

Integrated facility monitoring concepts have been
tested tor the past two years at Los Alamos. These proto-
type systems have provided valuable Input to systems
that are currently being installed. In this section we
describe these systoms,

A. VTRAP-Prototype

o develop and ovaluato fucility wonitoring and
analysls concopts, we have cstablished a testbed in a
contrafied radiation laboratory at Las Alamos Nativnal
Laboratory. The equipment Includes 4 nuclear material
vault, a radioactive source shicld, two neutron-slab
totals detectars, a neutron coincldence detector (HLNGC-
11).% und a digital video camera.

Weo lave develuped and tested  trunsfonustiog
algorithing® fur VTRAP data that integrate temporal het-
crogencouy duta Into u consistent hoinogensous data sut
for neural network snulysiy, Transformation algorithung
have Deen applied to two.dlinensionnl digital video
Intages (movenent) und radiation stgnuls (nucledr mme.
vialy to provide dme-based data for automated nnalysis
uf wovement tf personnel and nuclear nistenals,

B. Los Alames Critical Assemblles
Facllity
A complete hegrated facithty moultarlng progran
will requlie a tosthed facility wheie vadons stuat s
sotm, seumn networkiing schetues, and sdlysis/process:
g sysems can be gquickly und easlly teaed, We are

l Mmitor 1:-K{ Cullect Jm{ R Analysis
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Figo 1 Integrated Facdite Mongtonng Svstem companenty.




implementing such a testbed at an operational Category
1 facility, the Los Alamos Critical Assemblies Facility,
with plans of moving later to the Plutonium Facility
after Initial testing.

The monitoring system for the Critical Assemblios
Facility will consist of (at the ond of FY96)

two portal monitors {(old style),

thiree badge/palm readers,

three bur-code readers,

single VTRAP system,

Sentine! Video Motion Detection Systen,
LANMAS system,

simplistic authorlzatlon system, und
facility-activity data-collection system.

¢ & & & e ¢ W e

An updated testbed systom intended for general
use by the DOE Laboratory Complox will require addi.
tional hardware and software tools, such as

+  LONwurks e,
*  integrated database, und
+ analywis tools/user interfuce,

In acklition, the enhanced testbed facllity will need
additional systems to help describe the activities under-
taken in the Critical Assemblies Facllity, We beligve that
at 2 minimuns these should include

+  Anthentiested tem Mositoring Systemn
(AIMS) « the Sandia Nutionn] Laboitory
(SNL) system for wonltoriug it moveinent,
door openings, et¢.

+  Authenticated Tracklug and Moultoring Sys-
temn CATMS) « the SNL syatent for reporting the
positicn of the moiitored vohicle:

s two additional VTRAP systonis;

s prototype tctivity-aualysis systen;: and

o additional portal nonltors (ld style and
¢nlianved).

Additional persunnel 1ecognition systetis will be
tequired 1o detect und Wentify acuvity throughout the
montored part of the faclity. These will include moce
buddgre/pudn remders. We would like w Insiall an active
T i syniem, which would be used in conjunction with
a oty e favestecogniton xysten being developed at
Fon Alwtoon, Other petsimnel ddentiflemion sysies,
stich o an deisoseun systean, should also ba included 1
ilie recogattion yystet virlie,

(. Kuzukhstun BM-350 Reuctor Monltor

A uttatieinded tonlteriug systets ls eing devel.
nprecd foe the NSO fust Dieedet tenctoe o Ruzuaklistan,
The prrpese of te woniiorng sysiem Iyt vetlty tw

wiavement of spent reqctor and blanket fuel nssemblies
without requiring  the presence  of  intemational
inspedtons,

Radiation sensars, inctuding high-sensitivity plas-
tic scintillator FARM detectors, are being used tugether
with 3He, fission counters, and ion chambers for specific
neutron and gamma-ray discrimination, Prototype sen-
sors were installed in Murch 1996, and a more integrated
monitoring system will be tested in July 1996,

D. DUPIC Radiation Monitoring

The Korean Atomic Energy Rosvarch Instituie
(KALRD is developing a process to tnake use of the
energy potential in plutonium from spent fuel withia
the necessity of rteprocessing. This  prolifenition-
resistant fuel cycle is called the direct uso of spout pres-
surized water reactor (PWR) fuel in CANDU (DUPICY
and Is llustrated in Fig. 2. The plutonlum in the spont
PWR fuel Is protected by the "spent fuel standards™ ¢ha
are belng proposed for the disposition of weapona-origin
plitonium.

The DUPIC fuel is refabricated from PWR lucl
directly into CANDU fuel bundles in hoavily shiglded
hot colls,

We are svaluating the VIRAP metind! 0 monitor
the DUPIC process. The highly radivactive spent fuel fu
the DUPIC ¢yvle provides an exceliont vadiation sigau
ture that can be Integrited with video data afler the
video linage s been reduced to the plxel differeucs
metric and mierged into the radiation-sensor database.

Neutron seuzory and camerns are positioned near
the hot cell portaig to glve a continuous record of all
nuclear material inovement into ar out of the LUPIC
trefubriaction hot cells. The activity inside e procesy
celt is continuously mionitared by the DUPIC tuel
huandle counter that also provides NDA accotntaney
wedsuremanty. ‘The integrated NDA and video sysiem
plves u conttmtons record ot ald activity that mvolves
tudioacive ttaterial ln the provess cells,

Ko JOYO und MONJU Rudlatinn
Manltoring

Radlation monltelng is perfoniied wihe JOYO
aid MONIU prototype fast eeder reactns fun Japan®
The MOMIY reactor 18 showan b g, 3 Radlation sey
sois 60¢ Jocated at the Reshi-fuel foput, the 1eactin ¢are,
and the underwater apont Tuel stovage. The sndlation aew

« nont dnctude lon chambers upd Nal deteciors tor ganiing
vy md Yie tubey for nentran deteetion,
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Fig. 2. The diagram illustrates the fuel flow in the DUPIC process from the PWR spent fuel assemblies, through
the mechanical refabrication procery, to the CANDU fuel bundles containing the highly radivactive fuel
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Fig. 3. MONIU Prototgpe Fast Rreeder.



The radiation sensors are operated in the continu-
ous mode with data collection intervals of a fow sec-
onds. Thus, large quantities of data are collected and
stored between monthly inspection visits. The quantity
of data is greatly reduced by data-filter algorithms thai
have been developed? for the radiation sensors to com-
pact the data during background intervals when nuclear
material is not moving. Also, data-review software has
been written to assist in the evaluation of large quanti-
ties of data. New software is being developed 10 suto-
mate the dat evaluation and reporting.

CONCLUSIONS

Integration of safeguards functions into an effoc.
tive system requires careful consideration. The uadi-
tional approach to safeguards systenis requires (0o much
human interaction and radiation exposure, Qur approach
10 integration conibines sensor data, authorization infor-
mation, and assay together with higher level analysls,
which strengthens the overall elfectiveness of nuclest
safeguards and increases transparency beyond current
IAEA sateguards requirements  while consldering
ALARA requirements,
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