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ABSTRACT

Objects resonate at specific frequencics when
mechanically excited. The specific resonance fre-
quencics are a function of shape, size, material of con-
struction, and contents of the object. This paper
discusses the use of acoustic resonance spectroscopy
(ARS) to monitar contamers and detecttampering.
Evaluation of this wchnigue is based on simulited
storage situations. Although these simulations show
pramise {or this apphication of ARS, final evaluation
will require actual ficld testing.

1. INTRODUCTION

Acouslic resoniance spectroscopy (ARS) s a
nondestructive evaluaton techamgue develoved at Las
Alamos National Laboratery 1o acoustically ntermogite
solich abjects i containers.t2 Fhe ficld- portable
techimgue evaluates acoustic spectr ragmdly, mexpen-
sively, ind non-intrusively.

All sohd objrets have nataral modes (frequencies)
at wineh they can vibrate relanvely freely. These mat-
ural vibrational frequencies and their sharpuess stongly
depend on the physical charae enstics of the olyect such
as its size, shape, and matevia compasibon as well
as stresses placed on the body. These spectra can e
quickl, and casily measured by ARS Tor futore ielerence
o comparison of similariems,

ARS may be useful i momtonng contimeys and
detectoy tampenimg. Beeanse o lpe nmmber of pinim
clers inlluence the aconste spectiam, s nemly
mgrassible o retnn i conuner to (s ongial stae o
the coments have been sigmficantly disbirbed. An
nem’'s aconshe fingerprnt provides aoaneans i detecet

Pl work suppotted by atie 18 Depannonnd ol biergy,
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tampering, monitor the integrity of a container, and
conftrm the presence of the conients. In many ways,
this fingerprint behaves as a scal, except that it also
reflects some parameters of the contents, not just the
integrity of the container. Thus, we refer to the ARS
fingerprint as an intrinsic scal. A change in the ARS
signature indicates some change in the item. After a
change has been detected, more ime-consuming analyt-
ical mcthods can be applied 10 detenmine wheter the
anomaly resulted from unauthorized acceess, remaval of
material, damage 10 the conainer, spillage of contents,
or environmental differences between measurcinents.
Simple, rapid, and nonintrusive ARS mecasurcments
iy pravide ancans of screciing large numbers of
containers for more intrusive and tune-consuming high-
accuracy analyses.

Environmental variables can influence measured
speetra, so these need ta be considered in assessing
safeguards applicabons, These variables include wm-
perature, acoustic coupling 1o surroundings, pressure
mside the contamer, and ambient noisc,

ARS isrclatively insensitive to atthient noise
because only narmow frequency bandwidihs are energazed
and exvited at cach step interval, Noise outside of this
interrogation hand s filiered out and does not interfere
with the measured sigiae, Atmaospheric pressure ad
lemperature vinations have relatively small effects in
most apphcaions. Acoastic congling  surroonlings,
however, canresult in signmificant spectral effects; phase
transitions, which may ocear with Ul e storage,
could substantially aflect the signature. Except in cases
of extreme temperature vartations between calibtation
and apphcation, wwmperatwee efiects should be cor
rectable. Aconstic conpling 1o a container’s surrond
s, such as momning briwkets or direct pround con
tact, cincaffect the spectimm. These effects need 1 be
assessed for cach apphicanon.



1. MEASURFMENT TECHNIQUE

ARS cxciwes a body at discrewe acoustic frequen:
cics, histens for the response at that frequency, and then
steps 1o another frequency. Each step s close ta the
ncxtin frequency and time, and the desired frequency
range can be swepl in just a few scconds. Peaks can
then be identified to determine the resonant frequeancics
of a system. This scries of peaks cstablishes a “finger-
print™ or signature of the tiem (Fig. 1). Allernatvely,
peak locations can be used to assess physical parameters
of the fill matenal (c.g.. fill height, fluid density, solu-
tion concentration) if the acoushic response has heen
cahbrated.
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Fig 1 The ARS method of measuring

dcaustic spectrd

ARS Tas nany desirale attne s, meidmyg the
tollowaip: the exertation umphitude yemams constim
tHonghout the measmemend, amdnent nose s hliered
ontaif st s not m the mdarow handwiadth bemg measied
(W that tme, measarements cian be neade m less than o
nnmte, and the aconstic spectmm cen be displicyed
real e, Mareaver the entye system consasts of a
compter, o etenid hoad (o analt e xtemal package

for nowbook sized computers) and a pair of small trans-
ducers. This makes the sysiem portable, extending the
range of potential apphcations.

Measured resonant amplitudes are affecied by
transducer placernent. If the transducer is close o a
node during one measurement and close to an anti-node
of that frequency during another one, the relative ampli-
tudes will not be the same, but the measured resonant
frequencics remain invariant unless a transducer is close
enough to a particular node to prevent detection of that
particular vibrational mode. Nondeiwection of a single,
or even a few, resonant frequencies should not signifi-
cantly harm the analysis because multiple resonanc es
arc generally considered. This makes ARS a robus
system for ficld applicavons where it may be imprac-
tical to reproduce exact transducer locabons between
measurcincents.

III. HARDWARE

The ARS system used for this study s based on
an IRM/PC- AT 386 or sinular hardware., This sup-
ports a single plug-in board (DS A 100), which gea-
crates the input and analyzes the return signal. Alter-
natively, the DS A 100 board can be placed i a small
bax containing a rechargeable batery pack and operated
from a notehook-type computer through an RS-232
interface. This increases the portability of the system,
A pair of ransducers completes the ARS system. One
induces vibrations in the object under siudy and the
other detects the vibrational response, feeding the signal
back 10 the DSA 100, Software necessary for data
acquisibon and graphical display accompanies the DSA
100, and the entive system can e procured for a few
thonsand dollars,

IV, FXPERIMENTAL DESIGN

We hive tested ARS i estabhshimg and momitor
g mirmsic seals on 83 gallon droms. These, or
drimns of sumian design, are used i several apphcations
of nuclear safeguards concern such as stormg, weagoas
components, heavy water, ind pucle wisstes, Intrinsi
seals may also be usetud m momitnng U, cyhnders
aind sidler cans of spectal amelear matenal.

The apphicanan of ARS iy estabhslhong itnnac
seals mvolves twa mdepedent guiestions. Tust, cim
wateral be wemoved from a sealed stem withont sy
cially alienng the seal? Second, does the mtnmswe senl
clhange natmally so as o e mmmdentfrable at some kuey
e



To gain expericnce with potential pitfalls in
applying ARS 10 safcguards, we have performed prelim-
inary, laboratory-scalc lests to assess whether removal
and replacement of the container's lid (without disturb-
ing the interior) can be detected. Tests of nawral varia-
tion in a container’s signature have so far been limied
10 thermal cydling by exposure outside and tests per-
formed in a laboratory with high ambicnt noisce levels.

All of these tests were conducted with the trans.
ducers magnetically attached to the lid of the drum. The
transdlucer locations were marked directly an the lid so
the ransducers could be precisely replaced. In many
cases Wwsis were duplicated. In one, the transducers
remained affixed to the container and in another they
were remaoved and visually aligned to closely approxi-
matc their previously marked positions,

V. RESULTS

Acoustic spectra abined on a given cantainer
under different conditions generally support the possi-
bility of using ARS in cstablishing inusic scals,

In cases where the continer was not tunpered with,
the relatively mild environmental conduions did ma
adversely affect the signature, Conversely, every e
the container was opend and rescaled, clear spectral (-
ferences oceurred, ‘These results are only prelinimary,
and ficld testing is reguired to assess the effects of
cuvironmentd conditians on the acoustic siguature,

A. Signature Stability

To test the stability of the signature with tempera-
ture shifts, we placed the barrel m full sun fur § days.
Aler exposure i tlos thermal cycling, we returned the
contiiner 10 Chugate-controlled room where the reter
ence spectrim was mcasured. New spectra revealed
approxanstely 40117 slutts e resonant freguencies
when the continner was stll winmn, hat within approx
amtely 3 hours the spectripn regamed s original stiue
ture. ipure 2 campares the reference spectrutm with
the Tl spectrum after thenaal cyching and conling.
Resomanee peaks ol these spectra shaw no sigiaficant
differeace s within the resolution of the measureiment,
Lanited thenual cychng had neghgable effects on the
acoustic sipuatie. The mutal dilferences ng spectia
reflecta shygln thermal depemdenee of an obgecUs ik ons
te sipmatne, We should be able ta canear tor thenmal
eftects, veluch will peunat held appheanons where tem
peritares cint be comulled

Response Amplitude

Frequency (kHz)

Fig. 2. Comparison of acoustic signature
after thermal cycling.

A high-naise enviromment does nat alversely
afiect the ARS technigue. The system was placed ina
room with o large «r canditioning unit. ‘This docs nat
match the very high noise levels found in some indus-
trial applications, hut it is sufficient to warrant himiting
warker exposure to the noise. All major resonances
were reproducible between analy.es.

B. Tamper Indication

Prelnminary tests hive alsa been performied 1o
detect mtrusicn mto the container. The lid of this par-
ucutar continer has a padded ring where the lid meets
the edge of the drum. The hid is held in place by a
keeper ning that cogages hoth the Tid and the wop ridge
af the cantaner. ‘The keeper ving is secured by bolting
the opened exds ngether,

Repeated attenpts were imade at opening the con
tainer, replacng the lid and adpsting the weasion on the
keeper- rmg bolt 1o reproduce tie origiual spectnan,
Mty individial resomnce peaks were invariant he
tween mcasurcments, but we could never reprxhice all
al the wajor resomanees, Reproducing the torgue on
the keeper nmg bolt upon resealing, the cantaiuer snld
results e sigothcantly ditferent specetri. This s prob
ably due, i part, to the fact that the nag, is deformed
shphily canho e it v iemoved, so the focations of
ustanun uessime on the hd e nreversibly altered.



~ No attempts were made at circumventing the lid to
gain entry. A padded ring between the lid and container
prevented cffective acoustic coupling. Thus, acoustic
signaturcs obtained from the lid witl not reflect the
integrity of the rest of the container. To get this infor-
maticn, a second spectrum should be wken from the
container walls. Becausc the rest of the container is
contiguous, this second measurement may be sufficicnt
to monitar {or intrusion scenarios that circumvent the
hd.

VI. DISCUSSION

Tests on the stability of an item’s acoustic sig-
nature indicate that some resonant frequencics shift
slightly, but in cvery case these were within a peak
half-width of cach other. Comparing these shifis rela-
tive to the peak widths may be uscful in assessing
whether or not the shifts are significant

Potential complications do exist in using ARS o
cstablish intrinsic scals. Environmental variables such
as temperature and atmospheric pressure do affect a con-
tainer's acouslic spectrum. Bench-top tests indicate that
these may not be significant, but ficld tests arc now
required to assess whether long exposurc to environ-
mcental conditions adversely affects the stability of ARS
intrinsic scals,

Aunather guestion in using ARS to cstablish ane]
momtor wtrinsic scals is wlhicther the system can be
spoofedd by replicing acthentic material with a surra-
gate. We have not performed any surrogate tests
direcied at mclear safeguards applications, but relevant
testing has been performed for apnlications of ARS in
monitoring the chemical weapons convention.? In
these tests, a surrogate chemical was engineered 10
closely match the acoustic velocity, density, and vis-
cosity of the VX chemical agent. Comparing the
spe-tra of similarly filled munitions, acoustic reso-
nances for surrogate -filled rounds were significantly
shifted from those of the VX-filled round (1ig. ).
These results suggest that diversion seenarios in which
nuclear material is replaced with a surrogate wonld il
be detectable in many minmsic scal applications.

In some cases (such as assessing, the sipaificance
of small shifts in resomance peaks), i may he desirible
10 monitr spectral shapes as well as resanant freguen
cies. Companison of spectran can be facilitted if trans
dneers are precisely reposiioned o the container ciwch
tinte, Oue approsch wanld be 1o perinanently mtach the
tnshacers to the dtes, bt tis woald add subetantial
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Fig. 3. Comparison of real (H) vs. surrogate-filled
munitions.

cost 1o cach item. An alterative solulion is 10 cpoxy
magncts to the scaled items. The transducers could then
be magnctically repositioned to the same location.
Testr on this approach are currently underway.

VII. SUMMARY AND CONCLUSIONS

In the future, ARS may play a uscful role in safe-
guards applications. Spectra obtained using ARS have
high noise rejection; measurements are rapid, typically
requiring only about 10 seconds; the systems are port-
able. with a lup-top computer housing all required hard-
warc; and acoustic: spectra arc sensitive to changes in a
varicty of indcpendent parameters.

These aitributes make ARS attractive in ficld
applications and where radiation ficlds may be high. In
the ncar-tentn, ARS may be uscful in cstablishing and
monitoring intrinsic scals on individual items. Tn par-
ticufar, we hope io test the technique on pit containers
and Ulg cylinders,

In addition to establishing intrinsic sca ., ARS
may have safeguards applications in process monitoring,
and facitity design verification. These applications are
being pursued in sepatate studics.
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