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Risk analysis of a safeguardssysran, t.usd on sb IKWon of fuzzy mu Md linguistic variahlcs,
KWCSSCSCO!Wcms suchascumptexity ad inhcrcmlimpmision in estimating he possihili[y of Ims
or eompmm Lsc, The au[omarrd risk analysis atlows k risk to lx Wcrmirrcd for an entire systcm
bmexlon csumalcsfor !OWCSIIevcl UWIIpUICI’ILS and IIM componcnlprqanrlion. In ddirion, for -h
eomponc-ru(SSSCI)rk most effc.dvc emrnbinariwrof prorctticm mechanismsagainst a given SCIof
ltm4iLs k dacrmincd. A distinuion Mwecn bare and fmurcd risk is made.

1 Introduction

The risk analysis is an essential clement in the design of an integrated safeguards system.”z In
contrasl m traditional approaches based on lhe probability ciIlculus, the theory of fuzzy sels’ providrs
a fmmework for dealing with linguistic varial-des; thal is, variables whose vn!ues are words or
aentcnccs in a naturul lirnguagc.4S

To conduct a risk analysis, onc rqm.scnts the $ystem as a sm.rcturc thiil has the fornl of a wee of
nodes. The terminal nulcs (leaves) of the trct iue dcscn’hcd in ~erms of likelihood of 10S*,sevtwi~y
of loss. and conllkmcc factor. When the rules of fuzzy algclm arc applied, each leuf is churmxcrizml
by its component risk indicmor. The risk inciicntors of the componcn[s of eii~h parent node arc then
weighted by Ihc wcigh[ ftwmrs to produce their come spending parcm’s node risk indictimr. This
method closc]y foliows Ihc pcrfornlancc all:dysis nmdcl,6

As in the risk asscssmcm model of 13rucc and Kimdcl,7 wc also consider the problcm of selecting
the most cfficicn[ combination of safcgum-ds mcchtinisms ugainst N ~ivcn set of thrmus. The
extension of dw Ilrucc and Kiildcl model consisls in muking ir ciislll~ction between ~hc Imrc and
feutured risk. While the fomwr refers to the risk rchuive I() a specific thrcirt in the nbscncc of
siiftguild~ oplions, [11~Imtcr (}IICprovi~Jcs iI mcilsum of risk whctl IhC oplinlill safcgl]:~rds options
are sclcctcd. 1+.mthcnrorc, Ihc fcaiured risk comhincs t!w diffcrcnl Ihrca[s, Ihus Icwling to u single
mtrihutc for each component of ircomplex systcrn, This itllows onc I(Iappl y the tree reprvscn[tilion
I() it systcm in which the sets 01”lhrcn[s and safcguanls arc considcrcd,

A prcliminiwy version of the rompulcr C(NICwc dcvclopcd consis[s oft wo ~pii~tt(~ m(xlulcs. Thcw
Rrc Ihc pxrscr m(xlule [hti[ mmsh.ucs the muurnl lungungc phrtiscs into fuzzy SCMand the fuzzy SCI
rmnhlc IhiII pcrform~ the fuzzy nrithmctics. Our ullimmc goal is 10 pr(xhm a tool combining
MSCSSI1lCIII Illld dcsigih for Wnuckw SiilC~UJldS S~SIClll,

2 Risk analysis mwlrl

An au[orn:ltcd risk ulili[y nssisrs ii risk mmlysl irl ovcrcomirq! [w() proldcms: (wrr till complcxi[ y
and ird]crtwl irnprtx’isi(m, “I”hcrisk aswssmcm IINMICI(wrrcomm inhcmnl imprccisi(m hy providing
for IIw inpur of rliliilrill lilngllil~C Cslinlilll?s for irnprecisr quunlilirs. ‘Illc prld)lcrn of overidl LV)III
plrxity is solvc(l hy providing 11rornlxmilc ranking lmscd upon CRhilllSliVC dClililC(l drl.orlllrn)siliorl.”
“1’1)illilstrii[c whi~t wr huvc in mind, ctmsider n iliii~rilll} of n mork frwilily SIN)WIIin l~ik. 1.
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Fig. 1. I)iagrnm for example fiwility

In ibis diagrim, Tur,grlArru, L’quipmw, Compuwr Network, Sr(mge, Chcmiwl l’rorrssin~ Arm,
and l~~h(mmwy tireihe [ermimd nodes (cornponcnts). I“hc altrihulcs Ihcy require arc: likelihood of
10SS,severity of loss. and confkhmcc factor, on the olhcr hml, Buildings, and Prows.ring Arw
arc IIWnmlcs wi[h children; Ihcir cmnponem risk indicu[or ii computed from the three feamrcs of
ctich child and from ihc weight ftwkws tit[ached 10 euc h link between the n(dcs. I“he conlponen~
nmncd Ful”i/ity is distinguished by INNhuving a pu.rmu component; if consti 11’.csIhc KX)Iof [hc
compcmcnl wee.

The compmcn[ risk indicimm is evnlu:ucd m n fuzzy prmluct of [hc lhrcc feaIurcs chtiilclclizing
each ~crmind node:

C’omponcn[ Risk= 1.ikc!ihmd x Scvcril y x (’onfidrnce i:w’lor, (1)

[f R, dmmcs the componcm risk of Ihc II(N1CIdylcd i, and II’, rcfc.r 10 the cormspomihlk wright
fm-mrs, Ihcn Ihc risk of IIICl)ii~i]l II(MILO is given ill [rrms of a wcighmd sum

; M’,x R,

R= ’~-’m ““ , (2)
x w,

/-1

where m is Ihr numhcr of nodes rmitiw[ing fnml Ilw pIIrCIIInode. Almrnn[ivcly, the wcigb[ml suIIl
could he ~~lil~-~d by an oprr:uitm romplllin~ lhc fuzzy nmximum, thus lctiding [l) Ihr worsl l’ils~
Iypc 0( drscripli[m.

To inwudll(”c Ihr notion t~l II ful.~y set considrr a linguistic vtiri:ddc l,ikdih~~(d (~ I(M,I,which cm
Inkc Ihmr vulurs: h}w, mrdium, :IINIhigh. As illus[r:mxl ill l:ig. 2, III(=cormslxmding fuzzy scIs ~iiil
lx vic~’rtl lls In:qq: Iq!s fnml Ihc WI of Il;llUrill C}I rrnl numhcrs I() Ihc unil inlervul defining lhr grillk
of mcmlwrshill.
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Fig. 2, Mcmhcrship function for primary tcmls: 10W,medium, high.

A finite fuzzy sel A having J clemcnls on X is expressed as u symbolic sum

.4 = i ~,(.t,)l x).
JMI

(3)

This nouuion, which ha~ become standard in fuzzy sets Ii[rra[um, indicntes the griidc of ‘Jc
membership ~(x,) given J, in [he reference seI. We swcss thii[ the symlxllic sum is undrrsmod iIs
a uni(m, mtd thm Ihc slash symbol merely ~pilr~[l.s the mcmhcrship value from the element to
which Ihe membership m-responds.

The overtill risk farmr should also help ~hc imalys! in Imwting the Wciikcs[ elcmenl of the system.
(Iiw exiii.ipk, wc could ronsidcr the furzy produci of [hr componcm risk uml the wright f;wor as
a measure of com~xmcnl”s impormnce.) Once such iIn element is fm.md, the appropn ilc prwcction
mcchitnislrrs lhtit most effectively stifrgunrd the sysim ngainst u SCIof confronting threuts will he
sclr~-ted. To uchievc effectiveness in Ibis are:l, we now mm to the m(xlcl [hat selects the opiimurn
configuration of surcguanls Imscd on Ihr principle of maximum possihill[y.’

In the foregoing nnalysis, we lncilly assumed Ihal cinch componenl was exposed to u singlr, well
defirwd thrmt, Iri gcnertil, though. W( Nm.1 10 broidrli our focus hy allowing a set O( lh~i~[s
confnml irlg each component of [Iir syswrn. For cxmnplr, c.>nsidcr tmmpuler room as an met wc
wiml 10 prolwt. Possihlc thtruls rnighl im’ludt Ihrfl, fin, ml unau!h(mim.d uw 0[ lhc nmlpulrr.
In such n si[uwion, wc Lwmpu[c the hnrr rish R: of ihc assc[ 10 em.h lh~iil. TIc quirlificr hilm,
dcm}tcd by the superscript rm~, merms thut Ha”rqwcscrus low when no prmction is provided. “I-hc
p-rorily pcmcnlngc /’.. defined as thr frucli[m

(4)
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i’: a fuzzy scI if linguistic attntwws are used: prioriIy percentage PAbuwmcs numeric if the risk is
cc~mpuwd as a simple product of [he prohiibili[y of occmcnce tind moneuwy vulnerahilily.

Assume now there is a IOM1budget B available 10prmrut ~hc awl ttgains[ all the possible threa[s.
Funhmmwe, m each Ihretu 7; corresponds an iirray M . j = 1,...mA, of sitfcguards oplion~ (coun
termetisurm ), wilh mAoptions available for threw T.. *O include the COSMin ourd~scrip[ion, wc
let C signit:y Ihe COSISassociated with Ihc cmmwrmcasums Mk. The counmrmeasures M4 need LO

tsa[is j’ rcsm~”lions impoccd by lhrcc fdcmrs. I:irsl, the amoum of securiIy that each mechanism
provid~.s is differcm. Second, the amount of security thtit [he system as ii whole receives is the sum
of securities which eiwh mechanism provides. Third, there is a threshold COSI(totill budget El) Itl:i[
the n-iuplr of mechanisms to he chosen cannot exceed. Ilese reslricmms arc now expressed in
rerms of a possibility distribution of an ordered setof cm.mterrneasums agains[ n threats. l-his
p>ssihilil)’ is giver) il~

Posw,,l, . . .. Mm,)=() if ~-1(.4>lJ
●

(5)

In this cqu:llion, PtJss(ihf,,J Cilflbc idcnlifim! wilt] tlw mcmhcrship funulion of Ihc fuzzy set rrpru
srntin}’ Ato. At”t~’rc(~lll]}lltingilll n-tuplc[s (thrrc :lrcmlm~ ,.mmoflhcm)ofthc Ix)ssihilily distrit)l]lioll.
WC(J}l:lin HWt 01 tlpli(ms illlll th~lr ilSS(MliltL”l! C(J!~tS. I“tw seI with dlc hi@csl Possihilily is sclrutrd
as lhc III(NIcflt~.livr WI (d ~.(}llrl[rrll]l.:ls~lms.

‘Ill’ kiltllr~’tl risk to il:l tllreills l\ dl’filld il!i

4 ( “omputnl imml cx:hmplr
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Tul-de 1. Risk eslimalc of lhc lowest level c(~mpimen[s.

Comrmncm ]Loss Likelihood I Scverilv of 1.0ss 1Confidence Faclor

Tiirgei Are;, Low Very High l{igh

E(luipmenl Low Medium to High

Computrr Network Medimn Fairly liigh

s10RIIX! IA)w About Three

Chemical Process. Fairly hw Medium Medium

I.tihomlory Very Low Medium m Fairly

The emply cclis in [hc liIsI column of TiIble 1 reflru lhc fiIcI thiu the confitlcnue facmr is nm a
manda[ory iu[ribu[c of [hc componcn[ risk cvulua[i(m. To cornplt[c the estimation, we neal m
assume Ihc propwtion eslirnuws of diffcrrnt comporwn[s for euch parent node having these
componcn[s us uhildrcll l’iildr II illustr;llm the prop(mi(m (wrighl) nsptw.

i’arcn[ Nodr Chihlrcn Nodrs I%yxwtiml
I
l-ilUilll)’ Ttirgc[ A~i\ I{x[rcmrly Iligh—

Iluilrlings Mrxlium

I;quiprncnl Medium

(’olnpu[cr Nwwork t iigh
r
Iluiklings Slorilgc Imw 10 Medium

Prwrwing Artmil Mtx.liurn

I’nwcssing A~i\ (’her: ]icnl I’NWVSS, I:airly Imw

l.ohwa[t)rv
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Table Ill. ThreaLs and coumernmsurcs facing the facili[y computer system. Note that the costs
are given in terms of arbitrary units

Thmls ICoumenncasures Icosl I
d

Theft Bolting computer to the table 3

Luck on the door 5

Armed guards 6

l:i~ Sprinkler system

Fire extin~uisher +. .

lJnau[hori 7Axl U.W Badge sysi~m m activa[e computer 3

Access nasswords 1

Table IV lists [hr associaicd compillihili[y tinny, expressed in temls of three fuzzy seIs, COne-

spondmg m each threat.

Cwlnlernletisurc ] .
L 3

Thnm[

Theft 0.75 ().6() 0,85

Fip: 0.40 ().60

lJnuudltmi7rd (Isc 0.50 ().45

According to Ii]. (3), [hc [hrec fuzzy SC[S(‘A. which dmractcrim [hc compti~ihilities of euh
coun[ermeasum 10 iI [hrc:u wilh imkx k, can lx wri[[cn M

t’, = 0.75/I + ().f-10/2+ 0mli5/.?. (&l )

c,= 0.4(1’I “}0.(W2, (6/1)

{“, = 0,50/I + 0.45/2. ((M” )

i+r Ihe s:lkc of slnlplicily, wr supposc Ihc risk eslim:ltes cm-msponding to lhc thrre thrcti[s htivr
numeriu:ll VillUCS I 5, 20. nnd 35. “1’hislCillIS [0 the priority pcrcrntugc vulucs of 1’1= 0.2 I, P, ‘
0.29. IA P, = ().5() for three [hews. Taking tlw UNNIhmlgri cqutil m I() uni[s. Ikl. (5) now yields
Ihc folk}wing t:lblc for [hr possihilily diswilm~i[m ol ditlcrcnt wildc~s of Ihr C[)lill[~nllciistI~s.
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~dbie ~. possihilit y distribution for 12 rnplels of countermeasures.

Tnple[ Possibility Triplel Possibility

(1,1,1) 0.52 (2,2,1 ) o
(1.1,2) 10.w 1(2.2.2) 10.53

(1,~,1) ().58 (3,1,1) o

(1,2,2) ().56 (3,1,2) o

(2,1,1) O (391) o

(~.lmz) ().47 (3.2.21 0.5R

We see thii[ the highes~ possibility value of 0.58 is ar[uirwd for the wiplets (1 ,2,1 ) and (3,2,2). Thus
if we bol[ lhr computers to tubles, install Iirc extinguishers, and inrrudr.rce badges aclivaiing the
compulers, wc will achieve m-it of Ihc [WOoptirnul s~leulions of countemleasurcs.

5 Conclusions

W’Cprovidt iI mol thilt ~hould bc useful for safrguord s~slems and uornpulcr sccurit y in Iwo respects.
Firs[, WI ()~~ridl charau[cristiu of ii complex sys[lm M cornpulid in terms of linguistic im.rihu[cs,
Srcond. for x :<lrc[cd iIssc[, thr mos[ eflluien[ se[ of safegr.rmd mechanisms is selected. Thi~
Se]eclion inc’]udcs bolh the bUll#!hlry conswiiims tind lhc possihiiily dislributionof counlcrrnewmrcs,
Our future work will fmws on the bcs~ allocution of resources m a complex system, following our
curlier work on RAOI’S. Rcwmrcc Allocwion imd Oplimiza’.hm Program for Safeguards.9
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