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A REAL-TIME INVENTORY SYSTEM FOR SPECIA. NUCLEAR MATERIAL

Thomas H. Kuckertz, C. Dwayne Ethridge, and Nicholas Nichoalson
Los Alamos Scientific Laboratory
Los Alamos, N 87545

ABSTRACT

Because of the damage that could occur if special nuclear mataerial (SNM)
fell into the wrong hands, it is very desirable that all such material be sub-
ject to strict access and security controls. This paper describes a special
purpose peripheral device for a minicomputer that can monitor SNM in vault
storage in real time and give timely indication of any tampering with the ma-
terial. This device, called a shelf monitor, is designed around a single-chip
microcomputer, and can be manufactured in quantity for about $100. A typical
system of shelf monitors controlled by a minicomputer is described. -The mini-
computer is used to acquire data associated with the weight and gamma activity
of the sample of SNM under observation. Significant deviations in the weight
and gamma activity are cause for a tampering alarm.



Introduction

Sprcial nuclerr malerial (SNM) in Tong-ierm strrags in a vault is an a2%-
tractivn target for a diverter. Physical inventories are taken periodically
hut, if access can be obtained, material may be token withoul timely debvction.
To provide a back-up for access control and to reduce or eliminate the nnod
for inventories, a special purpose periphoral device, which can interface in
large mimbers to most minicomputers now marketed, has been dasigned to monitor
cans of SNM in storage. These devices, called shelf monitors, continuously
observe both the weight of and the garma radiation coming from a can of Shil
placed on them. Any significant change in either the weight of the can or its
gamma count rate will cause timely detection of tampering with the material.
While the number of shelf monitors that can be interfaced to a typical mini-
computer system is practically unlimited, a typical system would contain ap
proximately 1000 shelf mcnitors. Each shelf monitor possesses a certain amount
of intelligence, which is based on an Intel 8748 microcomputer; however, a
minicomputer, Data General Nova 3, is required to control a system of monitors.
The minicomputer acquires weight and gamma data from each shelf monitor in the
systom. These data are compared te previcusly acquired data for each shelf
monitor with any significant deviation causing an alarm.

Description cf a Shelf Monitor

Each shelf monitor is a smart device whose intellig nce is provided by an
Intel 8748 microcomputer. Because anyv practical shelf monitor system requires
large numbers of shelf monitors, a primary design consideration was that of
low cost. Two other considerations were sensing the weight of the can and
sensing the amount of gamna radiation emanating from the can. It is not nec-
essary that either scnsor provide calibrated data in engineering units; how-
ever, each sensor must provide data that are indicative of weight or gamna ra-
diation and ' o stable for hours #t a time, because knowledge of changes in
weight or gamma radiation is of primary importance rather tihan actual accurate
values for thesn quantities.

It quickly hecame clear that a minicomputer system would be unable to con-
trol a system of sholf monitors if the minicomputer had to monitor the gainna
énd scale information associated with a can of SNM in its raw form. Huwover,
if the raw daia could be processed in the shelf monitor and sent to the



minicomputer wher requested, lerge nunbers of shelf monitors coulil he con-
trollad by a minicompaler system, A microcemputer system wos 2 1ngical choice
to perform this data processing and contro! funclion, except that those on the
market, when the shalf monitor ideas were first conceived, required many sup-
port chips that would have driven the cost of a finished shelf monitor to va-
acceptable levels. Then Intel introduced the 8048 microcomputer fanily, which
provided for an entire microcomputer system on a single chip. The 8748 meaber
of thi. family was chosen to be uswd in the early shelf monitors because its
on-board read-only memory consisted of EPROM, which could be erascd and repro-
grammed if the need arose. The 8748 contains the following featurcs that en-
abled the develcpment of the shelf monitor:

64 bytes of read/write memory

1024 bytes of program (EPROi) memory

Event counter

External interrupt

24 lines for input and output of digital information.
A11 this is contained on a single chip that requires a single 5-V power supply.
The latest revision of the shelf monitor requires components costing ahout $GO.
It is beiieved that these shelf rmonitors can be made in quantity for less than
$100 each.

The vieight sensor of a sheli monitor is a variable capacitor wiose capadi-
tance 1s dependent upon the weight of a can of SNM that might be placed on it.
This capacitor is part of an occillator circuit whose frequency is doepaadani
upon the weight of an object placed upon the capacitor. The cveni counter,
which is an integral part of the Intel 8748 microcomputer, is used to count
each pulse coming out of this oscillator. This is shown schematically in Fig.
1. ‘Tesls have shown that the frequency stability of tnis oscillator over a
24-h period is usually better than '3 Hz. The car of SNM sitting on a menitor
is alsn electrically coupled to the capacitor; thus, even iouching the can
will cause a significent change in the frequency of tha scale escillator. The
event counter of the 8748 consists of 8 bits and thus "rolls over' every 206
counts. Each such roll over causes a 16-bit software counter in the 8748 Lo
be incremented. This allows the high order bits of the scale count Lo be saved
in addition to freeing the 8748 CPU of the responsibility for respondinyg to
cvery scale pulse.



A Geiger-I1Vil1er (GH) tubo is used to count gemme rays engznating from the
can of ShM. Thie tuhe is apyopriately sioieldd ool is colliuatnd so that the
tube "sees" only gamax radiacion from the can directly above it and the ganama
count rate is restricted to low valuss so that the tube Tifetime will be at
least 3 to 5 yr of continuvous operation. The voltag> pulses coming from the
G tubes are conditioned so they meet TTL specifications and are then used to
drive the external interrnpt of the 8748. Thus, the gamma pulses are counted
entirely in a 15-bit software counter. This is possihle because of the rela-
tively low count rates ( ~200 counts/s) seen by the GM tube as opposed to the
scale frequency, which centers at 35 000 counts/s. It should be noted that
the gamma activity seen by the GM tube is not sufficient to detect some kinds
of tampering. This is because the bottom few centimeters of SNM in a can ef-
fectively shield the material at the top of the can from the GM tube. Thus,
both Lhe scale and gamma sensors are required to give protection in depth to
the S .

Shelf monitors in a systom communicate with their minicomputer controller
over a serial bus structure consisting of a ccmmand bus and a response bus.
This structure is shown in Fig. 1. As manv as 223 shelf monitors can be at-
tached to « single bus structure. Both the command and response buses carry
data in bhit seriel fashion. Line drivers and receivers for the huses were
chueaen S0 whal » large nmmiterr of devices could he attachad to Lhe bises with-
out degrading ihe electrical performance of the buses. The data conveyed on
the command bus in bit serial Formalt have the same information content and
timing as would the Receive Data signal of a full-duplex, asynchronous EJA
R232C interface; hovever, the electrical levels of the two are different.
Likewise, the data on the response bus correspend to the Transmit Data signal
in an EIA RS5232C interface. The command and response buses are connected to a
receiver/driver network shown in Fig. 2 that converts the signals on the cuin-
mand and response huses to the electrical levels of the RS232C interface spoci-
fication. Thus, a string of shelf monitors can comnunicate with any minicom-
puter with an RS232C interface divectly or over telephone lines from a remote
site usiug modeins., The shelf monitors are designed to comnunicaie with the
huses at one of two possible baud rates, 2400 or 9600, although other rates
are possiblc,



A sysiem of sh2lf monitoss is coniroil 2 Yy di=patchiing en S-hil cevnand
on its comnand bus and than reedting L respionie Lhat occomes on L ragvge
bus. There exists 56 different possibic cowmnands that cen be Lraasmitta) on
the command bus. Each command transmitted on the comnand hus is read by each
shelf monitor on the bus and, if the commanc pertains to tho shelf monitor,
the shelf monitor performs the activity specified by the comnand. Certain
comnands are executed by all shelf monitors on a string:; these commands are
called broadcast commands. The remaining ccmnands are addressed to a single
shelf monitor, which then responds by transmitting its scale and gamma infor-
mation to the minicomputer. These commands are called device-specific com-
mands because a single shelf monitor will execute them. Ti. ontire command
space is described in Table I.

There are 10 different broadcast commands. The two most important ofl
these commands are (1) reset counters and start counting, and (?) stop count-
ing and hold counts. The first of these comnands is used to start a data-
acquisition cycle, while the second command is used to save the acquired data
until each shelf monitor can be read with a device-specific command. The com-
mand and response buses each consist of two serial buses called bus A and bus
B. Ncrmally, both of these buses are enzhied and identical data arc trans-
mitted in paralled over each bus. If a malfunction occurs in one but not both,
tha enable busy commands can be usrd to isnlate the had bus without degrpdipe
the performance of the shelf monitor system. Certain diaonostic broadcast
commands are used to verify the proper operation of eac' shelf monitor in the
system. These are preset comnands that allow the minicomputer to preset the
counters in each shelf monitor to one of four possible hexadecimal counts:

00, AA, 55, and FF. There is an additional broadcast command that aliows the
counters to be incremented by the minicomputer.

While there are many different broadcas:. commands, there is only one type
of device-specific command. This type of cecmmand is basically a command to
read the information stored in a particular shelf monitor into the minicom-
puter. Each shelf monitor is equipped with a hardwaro switch register of 8
bits mounted in a dual-in-line packnge. The switch settings determine unigue-
ly the address of the shelf monitor. OCnly those addresses from 1 through 223
are valid. When any command cirm2s dosn the command bus, each monitor on the



hus exwtines the cogeand . T 0L 05 @ herodloash covaam!, Lo whnlf ponitnes
coales jL. I7 ths conneam! is vnlicel £o the shelf monitgs ablees, {h

shel? monitor tranwmils o O byt vesponse on the rospones bus, 1T Lhe camasnd
is nol a broadeoasl comaard end il i nol idealical to the address of tive shoif
irmikoe, The comenl is igroreld.

Whes o sheli monitor is adilresses by an 8-bhit cominand or the comilnd bhis,
it responds with 0 bytes of dala on the response hus. The first byte is Lhe
addreis of the shelf monitor (an echo of the comme J received from the command
bus). The second and Lthird hytes contain a 16-bit scale count, while the
fourth and fifth bytes contain a 16-bit gamra count. The sixth hyte contains
a check sum sa that all bytes of the responce including the check sun total
?54. The check sum is used to detect errors in data transmission on the re-
soonse bus.

Duscription of a Timor Monitor

In order f:nr a compacison of the most recently read data paints with
previounsly read data points, tha data must be in a Form that is indepondont. of
the counting time. A1l data coiparisons are made in units of count rates.

Thi: counl rates are calcnlated by dividina the scale and gamina counts by the
Lin:: tho she11 monitors had bean counling. The minicoaputer's knowledge of
the counting time, in tho case of a Nova 3 using the real-time disk operating
ayuitin (M35), coula Be in erros by as mucn as 0.1 s far count times oi L
order of 5 s. The scale frequencies are stable with considerably greuater pre-
cision than Lhal of Litis connt Lime-. Thus, a mure accurale conpt Lime woulsd
yield higher accuracy scale count rates and to som> extent gamma count rates.
To solve this prablem, a special shelf monitor was designed Lo measure the
time belween resel and starl counting and hold counts coanands.  This menilor
i< called » timw monitor.

A single timer monitor resides on a comaand bun that containn as moay as
2?3 adlitional shell moniltors. This tiner monitor responds to a dovice-
spreific caiwtand 0. When this cosmand is transmitled on Fhe conzrandd bns, the
Limr wonilor respomls vith a G-hyte response in the saae marner as a shelf
woniler, except bthet bylos 2 theaugh B of the response contain a 32-bit couit
witicit hae been drvivim by an accurale 17.430-kll7 oscillalor.  The timer pro-

viden a precise commbling time Lhal is uscd o ecalculate seale and gaimna comt
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vatese The ticme alss provids o f-bel o o0 e Lo ot s el e
Thits, oveey command sent on teoo e D b ko] peacate o LNyl o
Iromt eitheos g sheld wuniior o 8 Liae: @eritars. The vesponse 1o a brood <0k
camnaned by the timoe is as loilows:

1. Byte 1 - pcho of broadcast comaand rcecojvesl,

2. Dytes 72 B - contents of 32-kit timwr regicter alter executing the

hroadrast cormand.

3. Byte 6 - check sum,
Typical Shelfl Monitor System

A typical shelF monitor system is shown in Fig. 2. This syslem will mon-
itor as many as 892 cans of SN in a vault wusing a Dalk: Gonerai Hova 3 mini-
computer. The 892 shelf manitors are appomr-tioned equially to foir sets of con-
mand/responsce buses that are drivon hy Tour RS232C iptarfaces of the jlose 3.
Hote that four timer monitors are also pavi of this sysiem, It shanld also bhe
noted that cach of the four strings of 273 sh»1r munilors could b in a dif-
ferent vault at remote sites with modoms betwean the RS?32C inlerfeces and the
receiver/driver circuiiry ithal converts RS2a2%6 sigaals 1o/Ivon thuse esad on
ihe comnancd and response buses.

The minicoiputer conkroiling Liv: anitive shell manilor system 35 a Dela
General Nova 3, although any minicompaler with Tour RS?2371 interfaces could
have heen uend.  The Tollowing neviphere? devices acvo atLacl ' 1o Fhe Noes G

GA-k wvord memory

Versaten 1200A printer/plotter
9-Lrack Lape d-ive

10-Khyte moving head disk,

IL is bnlieved that this confign -ation is ncar minimal fur the nunber of
shelf moniturs shown in Fig. 2. The snceessful opovelion of Lthis sysiem ro-
quived a significant soflware dovelopaont of Fot for that software residing in
each shelf monitor and Lhe controlling sofls me, which resides. in Lhe Nove 2.
Tha Nova 3 cowmputer sysken shova in Fig. 2 was usod Lo develon the flova 2 res-
ident soflware, while the 8748 residenl softvare was developed on an Tateld
microacomnuter ucvelopnen! systen,



islrituled Soflwar.

Bhila magt of lio dakalligeace of 5 gyedan vestles T3 2 B O cer-
Sidocabl: dntelliges=o rasides in each ohe T wopiter, The., 71 i-jhuted aft-
et is used tn cent-nl and acquire davs {ren this system. T oxeoutive ve-
«iding in each shxiy monitor was wrillen in Inlel MCS 80%3 ~ . ulily langnaen
whoae macro-erpansicn facilily vas used h-evily. The lave 7 cerleol progeans
wore wrilten mostly in FORTRA:! IV with the exception of the R$?320 interface
drivers, and are sqhiordinate to the Data Genoral RDOS. The R5232C drivers
vore written in Nove 2 macro-assembly lanygiage,

Shelf Monitor Execiitive

An cvent-driven executive resides in each shelf monitor. The events that
drive the executive eo power-up, event counter/timer overflow, and external
inlarrupt. When the pawer is First turned-on or restored, thn executive ini-
tializos the coun!vis to known, very lary»>, valuas and puts the counter in a
hald condition. The executive then gonos into a wait loop thal examines every
roiaand that comrs doz: the command bus. If 2 received cormand ig a'broadcaﬂt
ciemionted, 1L is ex~cnbel: otherwise the craa' is compared tn the address of
v shelr monitee.  Whon hoth are idertiz::, the shelf monitor responds with

- G=byte raspunac fooceribed previousiy. In the case of the timer monitor, a
O-hvte response is made to all global corsands, The event counters and extei-

b} s (9 (]

oyl e Dl by gpovensial e lnsrh o eemaoast Do caoenaad,
Khencever a gantnz pulse occurs and interrupts have been enanled, an inter-
rnt je pequestod on thie extoraal interrcupt input to the 8743, The ezecutive
worvices this inteirrunt by incrementing a 1€-bit software cnuni-o where the
ne:ipa counts are kept. Whenever a scale pulse occurs and the counter has been
rnabled, the event counter is incremente.l. An interrupt is requested whenever
Lhis 8-bit counter ovrrflows. The executive services this inlercupt by incre-
montiag a 16-bit sollvare courter. Whenraver 3 scale and gamma intarrupt ocenr
nimiltancously, the gamaa interprupt is serviced first while tin: scale inter-
riot is latched to pievent its being lest. The executive no uses 25 bytes of
read/vrite meinoy and 409 byles of read-only memory.
hava 3 Resident Solleary

The Hova 3 minicarpuler has respriasibility for controlling tho entire
cysiem of shalf monilors. In ordoer to reduce the complexity of the conirel



prog-art, which ie resident in L Kows

Livities os pascilsle a-w pocstnrce st by Ve Dais Goner 7 200 Teee Tiey b
poford - ' hy RS dpscind -2
1. Sched1ling of all activiities (tozks).
?. Gross timing of sholf menites coinling.
3. Transfer of al! data to/from e=ternal deviees. Thoo Funclicos
all perforned usinyg system calis to RDOS.

The shelf monitmn* system control p:rugram does the fellering in suppnv

the shelf monitor systen:

1. Carries on 2 man/mackine dialogur Lo configuaro ths shalf mori!e.:

tem.

2. Performs the routine acquisition of data from »ach shelf monitor

the systeonm.

" N ST r'u,-".'u_ 1;:.' irl;:)”:.,’("..‘! 'll..

t of

Sy5-

3. Processes acyguireg data to dobect any tampes ing <iih SNM under sur-

veillance.

4. Issines messei-s describing syste exceptions btr a irman oporato:
System start up First vequires the iaistrapping o s, The eppti,

tions program ihat nporeles the shelf morit- systent is Lhen run. The opp’i-

covions progran aogeives the Teliowing ‘- “LomElion fros the Lucan operatos by

wey of a man/machine dialogue:
Teenlity of eorty RS?23I70 dinlerfens 2its o] peen !

ldentity of each shelf monitor assvsiated wilh an #7420 ipterfacy.

then a system is runninq, a routin- manitoring socepr-so is perforenn

crory 5 to 80 s, depesiiing on the nuib-:; of amnilors in *he system,  The
Line monitoring seyuraca consists of thi: fnlloving:
1. Issue resel and count command.
2. Wait for response.
. Wait for a nominal counting tim. (5 s).
. Issue hold cennts coaraand.
. MWait fFor a rasponso.

. Haiil for response.

?
3
4
5
6. Issue comnun:i to read timer meritor.
7
B. TIssuao comrnzid Lo rvead shelf moeciue:,
9

. Hait for reuponse.

B LT



10, Calecuabn smale pacd qumsa rabes paing Lime Dy b,

P Qaeap sl meeage 0 catenlale ! gealn sl geeans relen deeiale L ig-

nificantly from se2raqs scale and averag. gams raios,

17, Calculat:y approximals nov averans scale aut ge @2 reiss uting peosent

scale an.d gamtr raiey and old aviragr ratos,
Steps 8 Lhrrough 11 are repeated until all shalf manitor< en a single line have
been rcad and their dala processed. A11 RS232C lines in the system are ser-
viced as described ahove.

Whenever a command is sent to a string of shelf mnnitors, the ceommand
dispatch sequence is executed. Because every command should provoke a 6-byte
response, the command dispatch sequence is identical for all commands regard-
less of type, broadcast or device specific. A 6-hyte response consists of
the first byte, which is merely an echo of the command dispatched, bytes 2
through 5, which contain timer or gamma and scale information, and byte 6,
which contains a check sum that forces the low-order 8 hits of a sum of the 6
bytes to equal 254.

A variety of ecrror conditions can occur in the sysiem response to a dis-
patched command as follows:

1/0 error detected by RGOS

No response received

First byte not the same as comaand dispatched

Bytes 2 through 5 contain power-up default data counts

The low-order 8 bits of the sim of all 6 byles da»s pot equai 254.

Every response rom a dispatched command is examined for all of the above
possinle error conditions. If an error is detected, an error mnssage describ-
ing the cundition is queued. Additionally, an appropriate coiamand dispatch
sequence is execnted until all lost data are recovered crror free. If the
Tost data cannal be recovernd after a specified number of ursuccessful re-
tries, the defoclive device (RS?32C interface and/or shelf monitor) is sent no
more comnands appropriate to it.

A past history of each shelf monitor must he saved if current scale and
gazna rales are to yield pas=ihle zlarm information. It is known thal tin
scele and aamma raltes may drifl significantly ovor long paviods {days and
wreks), thus it was decided thal an avcrege count vate consisting of the last

. 10 -



100 poinis read yould be used as t1- basis for tie delection uf Leapesing. Al
Teast 175 009 16-hit vords of storege w.auid be requivesd ba save the me: bore-
cent 100 grmna and scale readings of 852 monitor systems, and cortidurasle
computation time would ho required to compule the averag> counl retos each
time a new data point was acquirea. Thus, all averages are calcrlatod nsing
an approximation to the true average described as follows:

A, = (1/n)P + [(n-1)/n]A, . (1)

A, is the new average, A, is the old average, P is the point being added
to the average, and n is the number of points in the naw avera:e. By using
this approximation, the only data that need to bhe saved for each shelf monitor
are average gamma count rate and average scale rate. These are fept as float-
ing point quantities. An additional 1U-bit status word is associated with
each shelf monitor. This status word tells the application program vhether or
not the monitor is operative or in use. The status word also contains initial
timing sequence information and how many points are in the average count rates.
It is possible to configure the svsiem before the cans of SNM are put on each
monitor. The initial timing sequence is a time period wherein ro data are
acquired from the monitor in the sequence. This permits a time delay between
entry into the system of a shelF monilor and the acquisitine of data from it
Thic time delay is variable but is usually less than 10 min. When a shelf
monitor is First placed in service, the first scale and gamma rates read arc
all that is known about the monitor. While it is desirable to usc 100 points
as the basis of the approximiote averagz calculation, the average will require
the acquisition of at ieast 100 points for it to converge to a value that can
be used to trigger alarms. Thra2e bits in the status word ere roserved for in-
dicating the number of points in the old average count rates. The rang~ of
values indicating the number of points is 0 through 7. Each tim» a poinl is
added to the average count rates associated with the snelf monitor, the nuaher
of prints is incremented and its new value is used in calcnlating the averago
court rates according to Eq. (1). Upon reaching th. value 7, the numhor of
par'nts is assumed to be 100 for the purpese of performing the calculations ir
Eq. (1) and is incremented no further.

- 11 -



An clara is to e givee 07 a siguificant duyislivng icon vorege scela o
qanaa count rat-- i< detectad,  Tio scale frpgquany is sufficiently stable
that a deviation of '3 coinls/s is considered significanl. The gamms alarie
prove’ more difficult to calculate. It was finally decided that ganma devia-
tions greater than 3.5 to 4.0 <tandard d:vietions frum the average count rate
wore significant. Calgulating the standard deviation for the most recent 100
garna points is concentually easy; however, the last 100 points would have to
be saved and great computalional effort would have to be expended for each de-
viation calculated. If the gamna points are assumed to have a Paisson distri-
hution, the standard deviation of the gamma rate can be calculated using only

knowledge of the average gamma rate and the average counting time.

(2)

Q
]
1
ol

o is the standard cdeviation, Ga is the average gamna count rate, and Te
is the counting time. T. is normally chosen to be the noininal count time
used by RDOS to time a counting period.

Messages are occasionally sent to the operator to advise him of abnormal
conditions of various kinds occurring in the system. A1l such messages are
placed in a queue to be printed at a time during which the comput. is waiting
for an input/output operation or a counk operation to be finiched. The objec-
tive here is to not delay the routine counting activities when a group of mes-
sages stack up. It is possible that an authorized individual may remove a can
of SNM from the vault and then notify the shelf monitor system of the trans-
action. Tampering messages are qucued subject to a time delay before they are
actually printed. Thus, if the shelf monitor system gains knowledge of the
transaction within a reasonably short time period of the transaction, it can
dequeuec any tampering messages associated with the con of SNM. The message
queue is examined every 2 s for rcady messages.

Nova 3 Task Structure
Six tasks perform the abovc described functions. A11 tasks are written
in FORTRAN IV and use its task monitor for thoir scheduling. Task MONCHK 1s

- 1? -



active whon the ehalf mocitor svalod ¢ w7 et rivst slasby oxeni fng.
This Las% muarforas Lhe following functive .o Tt receives infareakion Foue o
benan operetn:s on the opowa' foral stetun 7 cven shell oniter Lo he wal-l af,
Il then creates the romoining tasks and, i Zuesivod, prieis periedic reports
aiving the status of cach monitor that iv a7%ive in tho sysken,  NMOICHD hes
the hinhast priority of tha six Lasks,

Task RDACK reads and checks all shel? :nitors in the system as lollovs:

Dispatches all commands to the R32.72C interfaces

Checks fo* errors in responses ts crmmands

Calculates gamma end scale rates from data read from monitors

Checks for alarms

Calculates the approximate averags rount rates.
This task executes as often as it can to a2cquire the count rate data it noods
to check for alarms. This task is iale whar it is waiting fForr @ responsi: to a
cormand or is waiting for a counting time pz-iod to end. During these idle
periods, the other tasks are active if their execution is desired.

Task TMTT is used to time the period r2auired Ffm- a response to a command
dispatched by RDACK. If no response is recr:ived in 4 s, task RDACK is noti-
fied that the command producad no responss, This tast cxecutes cvery 0.5 s
with a very short execution time. Task T 7U na-vrormas enolther timing funclion,
This task can effect a delay in the start of ralculakion of the average scalo
end gaimde reles after Lhe Lime The mondior 0 Dirst idianiin ivd w the syshea,
The delay is approximately 5 to 10 min. This task cxecutes every 2 min with a
vory short execution time.

Task RHMTT reads the 6-byte responsa to every cozpand senl to the RS?37C
interface. This task executes whan demonderd by task RDACK., The exccution of
this task is timed by task TMTT. If this taz% takes too long to execitle, it
is terminated abnormally.

A1l messages te the operatrr are quaind sn that they can be printad with-
out delaying the data-acquisicion activities of task RDACK. Task MSGHR ox-
anines the mossage quouce cvery 2 s or as oft-n as possihle, whichever is
longer for queued massagas. The messages avz then printed and dequoucd.  Mues-
sages with a time delay have their delays up”ate! and remain queued.  Horaally,
this task has a very short execution tim b:izuse the message queue is usnally

- 13 -



simly. Hu'.-.n'\-\'c.-" Lhevo is e 0 e oo, ey A 2HD e inoAhe quenn Alopny
e Lime, The sel of qeee ihie wonsages canbaine W pansanes Liea! bayn similar
Pocwieba, oach of whiii iv o Loosivined by L cortonl of the v g RS many
s Lhree numeric guantities can be associabted wilh a siagle mossagao.
Conclusicns |

This paper doscribes a special purpose periph.i-al device that when used
in Torge Jquantitics, can manitor cans of Sid in storage. Those devices are
called shelf moniturs and a system of such shelf monitors together with a
miniconputer controller can keep a real-time inventory of the SNM and give
timely indication of tampering with the SNM. Because the shelf monitors con-
tain a microconputer, the intelligence of this system is distributed among
both a minicomputer and a large number of inexpensive shelf monitors.

The typical system described here has been operational since April 1,
1979, with a reduced number of shelf monitors operating in two vaults and one
test stand. This system required the considerable effort of the authors over
twe calendar years time. Enginecring time to design several different models
of the present shelf monitor required about 12 man-months of effort while the
sof tware executive required 6 man-months of effort. The software development
effort for the Nova 3 codes required 12 man-months of effort and the developed
cenle occupies 18-K words of memory exclusive of RDOS, the operating system.
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TASLE |

SHELT BORETOR SYSIFy o - 1Sl

Cormand Function Perfer,t* Typr
Hex  Dicimai

00 0 Read timer mon:toy DS
01 ] Read shelf mcaiirr with N3
Thru Thru address sam: as comiman:!
DF 223
EC 224
Thru Thru Reserved forr futurg use
F5 245
Fé 246 Incremant counters B
F7 247 Preset counters to AA B
F8 248 Preset counters to 50 B
F9 249 Presot counters tn Q0 b
FA 250 Preset counters to FF B
FB 251 Disebla hus Alzrstte v D G
FC 252 Disahle bus 3/am'» bwig 4 B
FD 253 Continue counting B
FE 254 Hold present counts B
FF 255 Preset counters to 00 B

and start conitiny

NS - Device specific
B - Broadcast

*A1l numbers in this column are hexadecimzl.
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