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ABSTRACT

A s*uznificant portion of the Los Alamos Scientific Laboratory Safesuards
Prezram is divected towards the development and demonstration of dynamie
nuc’ <ar materials control. The building chosen for the demonstration svstem
is the new Plutonium Processing Facility in Los Alamos, whieh houscs such
enerations as metal-to-oxide conversion, fuel pellet fabrication, and scrap
racovery. A DYnamic MAterials Controi (DYMAC) system is currently being
installed in the facilityv as an integral part of the processing operaticn.
DYMAC 's structured around interlocking unit-process accounting aveas. 1t
reliecs hzavily on nondestructive assay mcasurements made ia the process line
to draw dynamic material balanzes in near real tima. In coriunction with
the nondestructive assay instrumentation, process operators use interactive
t2rminals to transmit additional accounting and process information to a
dedicated computer. The computer verifies and organizes the incoming data,
inaediately updates the inventory records, monitors material in transit
neing elapsad time, and alerts the Nuclear Materials Officer in the cvent
that material balances excced the predetermined action limits,

DYMAC is part of the United States safeguards system under control of
the facility operatcr. Because of its advanced features, the system will
present a new set of inspection conditions to the IAEA, whose response is
th2 subiect of a study being sponsored by the US-IAEA Tachnical Assistance
Program. The central issu2 is how the TAFA can use the increased cupabil-
ities of such a system and stil!l maintain independest verification,

*Spn5s$rﬂd by tihe United States Department of Enerpy, Office of Safaguards
snd Security.




INTRODUCTION

A number of programs world-wide are examining techniques and technology
for th> parpose of ug-§rading nuclear materials accountability systems for
sal-pusrds purposes. 1) The Los Alamos Scientific Lahoraiory (LASL) in
ths Unitad States has one such program.(Z) The program's goals are three-
fold: to develop features that improve the effectivencss of a nuclear
materials accountability systam, to identify the techknology nacessary to
implement such improvements, and to demonstrate that a system built on these
principles can function in a real processing environment.

Certain features increase the effectiveness of a nuclear materials ac-
countahility system: (a) real-time updating of the inventory records, (b)
incorporation of clock-time as part of the information contained in the
records, (c) data verification upon entry into the records system, (d)
unit-process structuring{3), (e) dynamic materials balancing around the
rnit-pracess structure, (f) monitoring of control limits based on therse
dynaric balances, and (z) incorporation of decision analysis(4) techniques
in cxamining the balaacr:s with respect to the control limita.

To incorporate these features into a viable accountability system, we
st turn to technology for in-line nondestructive assay instrumentation,
intrractive terminal data cormunication, modern computer hardware, and data
ba<e 1msnagement soltwarn,

fnzl time implies that the information generatod in the processing area
d=scrihing the movement or change in form of nuclear material should be
‘nearparated into the computer data bose in as timely a fashion as pos-—
cinle, Thes, the "book" inventorvy is an up-to-date, accurate acconnting of
tha piterial within the facility, and can be used for material contrcl.
Tnenrporation of clock time as part of each record in the data base pernits
cari Fratnires R8s the monitoring of nuclear material In transit within the
Taeility, For example, when material is sent from the vault to the pro-
¢rrding area, the system can monitor the cime it is in transit and notify
the orafogne. o office if it fails to arrive in a pradatermined tiwe inter-
val, By incorporating time as part of each record, an z2udit trail can be
fo'lewed in chronological ovder. Drawing on the data base, it is possible to
follow the .movement of material through the facility.

Unit-process structuring consists of dividing the facility into material
bzlsnee areas, which scrve to localize the material within the facility both
in sprce and time. As with zny balance area, material is measured as it
crosses the boundaries. At certain points in time, materiazl balances .are
¢rawn and quantitatively examined for indications of material loss. In a
facility based on hatch balancing, these points in time are linked to the
cemplete processing cof a batch in that particular unit process.

The term ''dynamic balanciag" implies that a unit-process balance ia
dravn withont stopping the process. 5) ‘Thus the dynanic balance may not
yoncnsgarily be zero, but contain contributions from riaterial in process,

zneorteinticor, Materia' control ‘s maintained by comparing this unit-
rrecesr halanen with predetermined control limits. Control limits are sut
far the individunl balances and for the cumulative siim (cusum) of these
*a'snenes. Processing is allewed to continue as long ax the balances and
rozer values stay ba2low the limits, When either limit s exceeded, the



=c~s1-¢r must stop and 1dentifv, on a weasured basis, the cause of the
s=:="2m. PFe can, for exemple. measure his scrap and resicdues, clean out the
=-r:+ts area, or measuve the residual holdup. If, after he takes these
<7275, tha balance “: -ot completely acconnted for, then 2 MUF is declared.

T~2'sion onelvsis techniques are heing developed to analyze dynamic
:rt:r’a’ halance Jatz to provide the maximum sensitivity in detecting mzte-
»izl "~:5, and to give a frrizal framevork in which computer munitoring of
t“a Ff-ta migh? take plzce. eventually leading to a decision as to whether or
st =materi2l is missingz. These technigues, such as Kalman filtering, are
fogi=‘had in Ref, 4,

LIMTNSTRATION OF DYNAMIC NUCLEAR MATERTALS ACCOUNTING

A domonatrstion DTWAC svstem (short for DYnamic MAterials Control) is
L:f-y factelled and operated at the Los Alsmos Scientific Laboratory's new
~={um Processing Fzeilitv. It serves not only as the working materials
zo-urtahility svster for the facilityv, but also incorporates the features

ceef vad ezrlier, The naw Tacility houses a veriety of processing opera-
tim:, fegluding mats feYrication, eleoctrorefiring, fuel pellet fabries-
“fr=, nitrata-ta-o¥ice ceuversion, plutenium oxide powder preparation, and a
==*ac :f cnld merap reancverv operations. As of December 31, 1978, it will
rortein cheet 10,000 investmry items. As with any svetem, DYMAC is baing
fvesa’lad iq A gpecific Tocility and mist zccommodate itself to the design
famsvor of the prevcssirg oreas. Although some of the svstem featurcs are
s-o2ifi2 tn the TASL fzeility, the svstem contains the acreric principles
weosairew ta Ymorave w-tn—‘nls accountability a= a salegnards tool.
STt the facility cortzins many diffarent operations, with no cne
seerrnion hiewvipg g thrsazhpat comparable to fuel cyelz facilitics of the
Toes L modeling ard simelation technigues can extrapolate the operating
v owfo=pe ohtairad theea to future facilities,

porat:s 2 nember of foatures for an nffective nuclear nmata-
flity svstem. As shewn in Fig. 1, it has a unit-process
Timcceea, wivh pordest-uctive assay meassurements nada at the houndaries of
“-:  u-it processes; inforartion is communicated frem the process irea to a
seevent crmputer systoan via interactive video terminals lecated in tho pro-
7:2: 2=-3% 3 mini-cemputsr assemh'er the data, maintaiuing certain rezi-time
files: nd oan nccouﬁ:n"lity systen structure focusses on urnit-process

1-r s g8 to provide the material status irdicators recessary ror
. Figures 2-5 shew vorious features of rhie DYMAC system: computer,
daa tnrm19&1, electrcaic balance, and in-line thermal-nentron coincidence
soievir. Tahle'I summarizes the DYMAC date prrcessing and comunicaticns
assin=ant and ecnumercztes the installed NDA instrumentatien.

~“n arconrtakility evstem focusres its attention on three types of
:ria’ balance. To bagin with, the staticn balance gives the total

*vw of nuclear matsr! 1 contaiied within the physical walls of tl2
‘¢, broken down Y each tvpe of ruclear materizl. There are two
ama=dent wove te Ferarmine the station dalance. The first is to txis thoe
fa-mee bhetweeon shipmoatrs and reeeipts of material inte the f:--lnhy
e2tear Matoriale CT2icer keeps theegr records in the form of shippire
-- " wreaieiap documents Lhrt accompany tha items as they onter or lezva e

Tofes, The pecend pathod of caleulating the station balance is to #dd up

woer

-
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the individual inveatory items within tha facility as rocorded by tlhe DYMAC
accountability svstem. These two wethods produce independently calcrlated
values that should agree czactly. The Niuclear Materials Officer reconciles
the two valuecs at the ~nd of cach business day.

Coinciduntally, a station balance is also available on the international
level, in that the IAFA inspector has access to the shipping and receiving
dacumcnts for each facility that he inspects. Thus, for facility inspec-
tirn, one check is to add up all its ipvintory items and compare that value
to what the shipping documents predict as the total inventory.

The second kind of material balance arca is the formal MBA, which may
differ from the national to the international system. 1n the United States,
an MBA is delined as a physically contigious arca within a facility for
which all material 1s mcasured as it crosses the MBA boundary. At periodic
i tervals, a closed material balance is drawn around that particuiar
pivsical area. At the new TASL facilityv, there are 15 designated MBAs.

Urder the DYMAC scheme, material baiance areas are further subdivided
into unit processes, for the third type of matcrial balance. A unit process
coincides with the actual physical process going on within its boundary;
often several prncesses mav be combined into a single unit-process zrea.
Material flowing across the physical boundarics of the unit proccss is
moasured on a hatch basis, and dynamie matzrial ba'sancaes are drawn for the
unit process.

These material balances are not closed, in the sense tiat the balance
can be drawn while there is still material left within the unit process.
For example, gencrated scrap may exist in the unit process and, hence, will
be included in the balanca. Obvionsly, the holdup of material within the
unit process will alsc constitute part of this balance. Ha%kila et al.
have examined how dynamic balancing can work for a continuous process.

The DYMAC approach to materials control works well in a facility, such
as the new one a*+ LASL, that processes material on a batch basis. The
uni t-process halance is drawn only when a batch has completely passed
through the unit process. Thus, the balance becomes a primary indicator of
material status. The syvstem monitors individual batch balances for each
unit process as well as their cumulative sum. Such a cusum plot is shown in
Fig. 6 for two unit processes at the new facility. The chart plots the
individual points contributing to the cusum as a furction of time. It shows
a process upset that occurred in the MIPCA unit process for batch 8. Thus
we see that the cusum plot not only gives information about the material
status, but also about the process operation. This information, which is
readilv available to the process operator, enables him to run the process
efficiently because he can quickly detect probiems.

Such detailed information is what process and sasfeguards people find
extremely useful for their own purposes. From the information in the data
base, a running time history of material within the facility can be con-
structed, It is also possible to make use of the unit-process balances by
combining “hem to help close material balanc-s around the MBAs. Problems
are quickly identified using dvnamic balanci: -, and are easily traced to
their point of origin. Thus, at phvsica. in: ntorv time when the procers is



c'osed down, the time spent in closing material balances should be sig-
nificantly less than under current accountability procedures.

4 good example of how the DYMAC system actually works is the pellet
fzhrication process in the advanced carbide fuels laboratory. Figure 7
shovs the flow of materia)l among the six unit processes: oxide blending,
Sricuette press, reduction znd sintering, powder grinding, pellet press, and
grinding and inspection. Using this unit-process structure, the material is
localized to within g single glovebox. Feed material from a storage vault
is introduced into the glovebox line in the material management room. The
firet processing step blends plutonium oxide, uranium oxide, and carbon
powder. The powder is pressed into low-density briquettes, which are then
sent to a furnace for reduction from oxide to the carbid: chemical form.
These low-density carbide briquettes are ground into powder, to which binder
is added, and this mixture is sent to the pellet press. The low-density
pellets are sintered into a high-density form and sent to grinding and final
inspaction. :

The DYMAC system follows the movement of material through each unit
pracess bv means of transactions. A transaction is the mechanism for
changing inventory information stored in the data base. The procass opera-
tor enters information at a video terminal keyboard, like tlie one shown ia
Fig. 3, which is located in his process area. In answer to successive
pr~upts that appear on the screen, he identifies the process operation he
25 iust completed and the pﬂrtlcular batch of materiazl in question. As
part of the transaction, he will includm a measnrement &c the unit-process
Yeurdzrv,

IUMAC transactions for the pellet fabrication process begin following
*in2 faeé mzterial as it leaves the vault. The vault custodian makes a
trgnszction to notify the system that material is on 1ts way to the materiazl
TOUTIMOIERnT roon, he svsten nctes that the material is "in transit" and
c:xzdlishes an o?pected arrival time. If the material does not arrive
within tha sprcified time frame, the system alerts the Nuclear Materials
O0,¢%izer who begzins an iavestigation. When the materisl arrives at its
desti=ation, the receiving operator makes a transaction to notify the
swstam. Part of the transaction verifies that (a) the seal on the container
is iatact, .and (b) tho seal number agrees with the number in the data base,
which wes eatered at the time the container was stored in the vault. 1In
eZ?ition, the transaction allows for verifying the material by nonde-
structive assay. In the advanced fuels case, thia verification mearuremcat
aomzists oF counting material In a thermal-neutron coincidence count:r surh
as che cne shown in Fig. 5. The system compares the valne obtained from the
1

T-znute count with the value in the data base. If the two values agree
within statistical! limits, the original value is kept as the accountability
vzlea, The most recent verification value for that material is also entcred
2leswhare in the data base. If thcy fail to agree, then the operator must
miiee further measurements. Table II sliows the verificaticna resalts fer the
Fires plutonium feed maierial introduced into the pellet fabriration line.

i:= t=7s case, the verification value agrecs with the data base value.

Trom the materfal mamagement room, the fecd material is sent to the
sfde Plending unit precess via the convevor system, and the corraspending
s=. va-ctions cre written to uwp-late the data base. When the plutoniuvn oxide,
‘um axide, and the carhon powdar a-e blended on a weighed basis, this




information is entered into the DYMAC system. From this blended lot, sub-
lots of powder are sent to the briquette unit process, each on a weighead
basis. The DYMAC system can relate the weight to the amount of nuclear
material by means of factors previously determined by chemical analysis.
Eriquettes are moved out of the pressing unit process on a we:ighed basis,
ard at this point it is possible to draw a dynamic balance for that batch of
naterfal. The briquettes can be ‘verified using the thermal-neutron coiaci-
dence counter lcocated in the glovebox line.

As each sublot of material moves through the pressing unit process,
balances are draun on a batch basis, and a cumulative sum for the successive
batch.s is kept .in the data base. This cusum now becomes the material
stitus indicator, which is used for material control. Accountability
personnel set limits for the value of the cumulative sum, as well as for
czch individual batch that goes into that sum. The same procedure holéds for
the other unit processes in the advanced fuels laboratory. 1In Fig. 6, the
¥“IPCO chart shows the behavior of material in the powcer grinding unit
process for the first two months of operation.

To expedite transaction-making, the system displays an option list on
the terminal screen from which tha operator selects the transaction corre-
sponding to the process step he has just completed. Figure 8 shows the 16
transaction options from which the operator in the advanced fuels laboratory
salects. A transaction only requests information necessary for that par-
tienlar precess step. 7The svst2n checks the opurator's entries for validity
28 he entoers them. For example, when he identifies the item he has just
processcd, thae DYMAC system searches the data base to see whether it cur-
tonsly oxists en the hooks; if it is a new item, tho system notifies tha
aperator that a new entry has been made for It in the data base.

In acddition to making transactions, the opcrator can recall information
~= the Jata basa on his video terminal. For example, in Fig. 9, the
2Lz has asked for an MBA level inventory of all the itcms in the
anc~d fueis process line, account 711, Note that the display shows which
't procnss (UP) each item is in. Besides the various iteiza currently
i..'ne processed, the display shows the items associated with the mater!ial
h3'aica for each of the unit processes: MIPCO, MIPO3, MIPPP, MIERS, and
MiPSF. To determine how each MIP represants the cumulative sum of the batch
balances that have becn processed through that unit process (i.e., to de-
ternine the individual components of a given MIP) the operator asks for the
iten's activity internal to the facility, as shown in Fig. 10. The activity
report lists all the transactions that have been written for that item in
the last 45 deys. It is extremely useful in that it enables both proceass
nperators and safeguards officers to examine the flow of materials in detail
through a given process line.

RALE OF DYNAMIC NUCLEAR MATERIALS CONTROL IN INTZRNATIONAL SAFEGUARLCS

1LASL and the TAEA are jointly studying the role of a DYMAC-like systex
in the implaruntation of TAEA safeguards. The following zare a few pre-
il=furry thoughits on how an intarrational inspection agency, such as the
T 5A, night indeprndectly veriiv an invencory miaintained by a DYMAC system.

masicaily, the IAEA dividas a facility into three M3As: one at the
rece’vwing arz2a where feed materia! arrives &nd is stored until it is ready



to be processed. The second is a processing M3A, which, in a given facil-
ity, might be wore than one MBA. The third MBA is the shipping areca, where
products fron the processing area are stored before shipaent to other
facilities.

Shipping and receiving MBAs are primarily item control ar~as in which
inspection takes the form of ensuring that every item on the invento-y
listiug is indeed present. Somne of the itewms may be verified by portable
NDA --quipacnt, for cxaople, and by conventional sample-taking. In these
acons, a veal-time accountahility system can be an asset in that it pravides
accurate, np-to-date listings of every item. The listings c¢nable the
ipepactor to perform his item check gnickly because he has inforimation
concerning the locatinn of ~ach item, as well as up-to-date information
sheut its content, Hence, in the shipping nnd receiving areas, a DYMAC-like
svetem could provide tinely records to aid in the inspection process.

The main focus of a DYMAC swstem, however, is to iaprove accou::tability
in the processing MBA. The svstem can localize maierial by sobdividing the
“PA irto unit processes. It can kecp up-to-cate, zccarate iniormation on
the status of the material in cach unit process, dvzwing balances at the
appropriate time as material crosses tiie boundaries,

At the present time, the IAFA irspector has the greatest difficulty
=:%i- g measusenents in the processing MBA, and must limit his inspections
privarily to times wien the facility is shut down for a physical inventory
and cleanout of the wmaterfal. With material under control of a DYMAC-like
svetom, facilitics will tend to have lewer shutdowns and cleanouts. Such a
svetom will enable them to keep track of the naterial in the facility be-
twieon phvsical inveatories. At inspection time, the TAFA representative
will he able to reconcile the phvsical inventory quickly without having to
resolve errors in the accounting records.

ilowever, fewer facility shutdowns ~nd clcanouts could degrade the TAEA
inspection capability unless it can {ind a mothod to make use of the
ceaapnter repository of information. The 1AEA may wish to use the unit-
pracess siructure, perhaps treating each unit process as an item. When
insprcting the processing MBA, the TAEA representative could verify the
2vnamic balance in a similar fashion to the way he verifies item control
uireas. Ye could choose to sample the unit processes and verify the items in
onr particular process. Even though the number of unit processes is small,
it might be possible to consider this a statistical sampling. The crux is
te find techniques that enable the intpector to independently verify a
partienlar unit process.

To perform an independent verification, an inspector could use in-line
NDA instrumentation in such a fashion that the TAEA could guarantee instru-
ment perforrmance, perhiaps by the use of independent standards. “The inter-
locking structure of unit processes and the associated flow of material from
one unit process to another can guarantee that & particular unit process is
being corr-ctly accounted for, thus enabling the IAFA to verify the pro-
cess. Inspection would beceme less burdensome because there is less need to
ehut down the procecesing in the facility. 1n principle, it mav be possible
to ircpect a fac‘li:y with ivnaaic nuclea: materials control essentially at
anv time, because the inspections need not coincide with actual plant
shutdowns. This gives both the IAEA inspectors and facility operators more
flexibility in schcduling inspections.



Should international fuel cycle centers become a reality, the dynamic
materials control approach can readily transform a facility safeguards
svsten into an internationa! system. The IAEA would assume control of the
facilit+'s material control svstem, drawing on the accountability informa-
tian to safeguard the material in the facility.

Th-oughout the nuclear cormunity, countries are developing’ account-
ahility svstems that exhibit some, or all, of the features I have described
ia this paper. Once such systems are implemented, we can expect tighter
ma2tarial control both at the facility and national level. These tighter
contrals will be a distinct asset to international safeguards. As thz TAEA
contiaucs to gain experience with dynamic material control and assimilates
the full implication of improved levels of control, it can develop com-
mrasurate inspection techniques.
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Figure Captions

DYMAC svstem configuration.

Data General Eclipse C330 computer with svstam consoles and
line printer. - )

Teleray video terminal; the system displays messages and
prompts on the screen to which the operator responds via the
kevboard.

Digital electronic balsnce; the weighing unit is located
inside the glovebox and the readout unit is installed beneath.

Thermal-neutron coincidence counter installed on tcp of the
glovebox line. An elevator extends down into the glovebox to
convey material up into the counting chamber.

Cumulative sum charts for dynamic material balances for two
unit processes during the period April 17 through June 11,
1978.

Pellet fabrication process in the advanced carbide fuels
la®oratory.

Option list of transactions available to the operator in the
zdvanced carbide fuels laboratory.

Teruinal display of inventory by account.

Terminal displayv of the transaction activity for the oxide
blending unit process material balance.



TABLE I

DYMAC EQUIPMENT

Equipment

Dzts General Eclipse C330 computer

27 Teleray video terminals

f Texas Instruments hardcopy
terninals

Tzxzs Instruments label printer

3D Arbor 5.5-kg capacity electronic
bzalances

5 Athor 5.5-¥g capacity electronic
tzlznzes

2 ¥:etler 15.5-kg capacityv elec-
trc-t 2 helences:

%23 <bzrmal-neutron coimncidence

¢nratars
5 s>lution assay instruments

2 s2gmented gamma scanners

1 rzndom driver

Explanation

196,000 16-bit-word memory; two
10-megabyte digks; two 9-track tape
unite; one line printer;
communications interface for 128
lines

Cathode ray tube devices with
keyboards :

0.1 g precision; 0.3 g accuracy

0.01 g precision; 0.03 g accuracy

0.1 g precision; 0.2 g accuracy

gamma-ray spectroscopy
gamma-ray spectroscopy

fast coincidence; active
interrogation



TABLE II

VERIFICATION MrASUREMENTS OF PUO, FEED “ATERIAL

Accountability Verification
Lot Value (g)a value (g)b
100 496.2 497 + 10°
200 495.8 488 + 10°
300 496.0 490 + 10°

3Determined by total weight times . caemical factor.

byerified using thermal neutron coincidence counting
(500-second count time).

€Quoted uncertainties zre 2c¢ values.
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TNVANIORY 8

— et
w W
=~ ~d

[

37
G137
G137
G133
G133
G133
G133
G113
G132
G126

nl2
(O]

G137
G126
G132
G133
G135
G137

G138

N ACGUCNT 711 6/12/78,
MT 1M ID UP SN VATME FIME VALUE SHLE DESC
1Cc 5353401 PS 22. G 23.83 G CH3
1c 3352402 PS 57. G 50.00 G CH3
1C 53253403 RS 29. G 30.75 G CH3
1c 3353A0% rs 16. G 17.26 G CH3
1C 3355801 RS 44, G 47.00 G CH3
IC FS 2770-1 o3 1263, G 1445.58 G 701
1C FS 2770-2 0B 42092, G 46B81.70 G 701
1C FS 2770-3 ca 2027. G 2319.70 G 701
1C IXIPCO co 118. G 126.35 G cn9
1C Mi®¥0B 0B 19. G 22.11 G cJ9
1C M1POP CP 7. G 8.13 G cJ9
1C MILi'PP 1P 1. G .39 G cH9
1C MIPRS RS 35. G 58.24 G CH9
1C M1i'5F SF 19. G £70.02 G Cl9
1C scp 126 P 25. G 25.80 G ci9
1C SCP 132 OP 2. G 2.00 G cJ9
1C scPp 133 OB 2. 6 1.80 G cJ9
1C KCP 136 PS 33. G 34.30 G CH9
1C sce 137 SF 215. G 224.15 G CcJ9
1c sce 138 co 182. G 121.10 G CH9
Fig. 9. Terminal display of inventory by account.
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